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Executive Summary
This is the final report for OR Concepts Applied (ORCA)'s Phase I SBIR effort for
AFRL/HECI entitled Adaptive Levels ofAutonomy (ALOA) for UA V Supervisory
Control. The goal of the effort is to devise an architecture for implementing and
evaluating a range of adaptive levels of autonomy for UAV supervisory control and to
design a Multi-UAV Control Station Emulator (MCSE) test bed to demonstrate the
architecture. ORCA's Phase I successes are a direct result of years of experience
designing mission planning and Low Observable (LO) autorouting tools and decision
aids.

In Phase I, ORCA devised the ALOA architecture for testing and evaluating different
methods for adaptive levels of autonomy. We defined multiple Levels of Autonomy
(LOA) for each of four operator tasks: allocation, route planning, imagery analysis, and
weapon control. To demonstrate the architecture and the implementation of the LOA, we
designed a prototype Multi-UAV Control Station Emulator (MCSE) research test bed, by
building on existing ORCA-developed software components. ORCA's extensive internal
IR&D over several years has produced state-of-the-art automated mission planning tools
that allow fully autonomous execution of operator tasks. Experience with operators
through the J-UCAS effort and other programs gives us first-hand knowledge of the types
of tools and decision aids operators need when building and assessing mission plans,
which supports manual mission planning. This experience allows us to provide the
capability to implement the two autonomy extremes: manual and fully autonomous.
Implementing intermediate levels of autonomy requires using characteristics of both
manual and autonomous task execution. In Phase I we defined and implemented
intermediate levels of autonomy for the four operator tasks noted above. More work will
be necessary to refine the LOA and to determine to the number of LOA necessary for
each task.
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1.0 Introduction
1.1 Envisioning Multi-Vehicle Control
Our experience with other unmanned vehicle programs, including Boeing J-UCAS, has
provided us insight into what is needed for multi-UAV control and how capabilities and
technologies might be employed in the future. Having a vision of what we want from a
system in the future helps drive design and development. We present our vision in a
scenario that shows how a multi-vehicle control station might function in future military
operations.

An operator is controlling four UCA Vs. The vehicles are assigned to search an area,
find targets, and attack them. As the vehicles fly their preplanned search missions, the
operator monitors the sensors and the health and status of the vehicles. The vehicles are
equipped with automatic target recognition capability and can identify targets, but they

are not authorized to shoot without
the operator's consent. The UCA V
team identifies two targets, and the

_... "system displays target and

weaponeering data for the
operator. The targets are mobile
and high value. Because of the
chance of escape, the strike mission
must be planned and executed
quickly. From training exercises
andprevious missions, the system
has learned how to distribute
workload between the operator and
the computer to optimize overall
system performance for this type of

mission effectiveness. The system adjusts autonomy levels to facilitate quick planning.
Allocation and route planning are granted a high level of autonomy. The operator is
given data about the target in a customized and personalized form to suit the individual's
information processing style. While the operator checks the target data--including data
about the surrounding area and potential for collateral damage--the autonomous
allocation and route planning modules allocate tasks to the vehicles and generate route
plans. Each of the targets must be imaged to determine their locations, they must each be
struck with two weapons, and finally there must be post-strike Battle Damage Assessment
(BDA) of both targets. Once the missions are planned, the operator authorizes the strike.
After the mission, the operator views the BDA report. Because of the importance of the
targets, the operator orders two of the UCA Vs to take a second look and the other two
vehicles to assume a loiter pattern. The autorouter plans routes for each vehicle. As the
UCA Vs pass over the target area, the operator uses voice commands to slew the sensor to
get a better look at the target area and confirm the kill. Satisfied that the targets have
been destroyed, the operator orders the UCA V team to the next search area.
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1.2 Multi-UA V Control
Although the focus of this effort is to design tools that will be used to experiment with
autonomy concepts for UAV supervisory control, it is important to keep in mind the
context of the problem and the larger goal: enabling multi-vehicle supervisory control.
Multi-UAV supervisory control refers to a control concept in which a single operator
controls a group of UAVs. In this concept, UAV flight control' is autonomous and the
operator participates in planning, problem solving, and contingency operations (for
example, a system failure). Several unmanned vehicle programs envision a future in
which unmanned vehicles work together in teams and are controlled by a single operator
acting in a supervisory role. The J-UCAS concept involves a single operator controlling a
group of four Unmanned Combat Air Vehicles (UCAVs). The Air Force plans to use
teams of Predators and armed Predator Bs to perform hunter-killer missions. 2 The Office
of the Secretary of Defense UAV Roadmap (December 2002) calls for improvements in
multi-vehicle supervisory control capabilities.

Increasing the capability of C2 decision aids and situation awareness tools, and
implementing autonomous execution of tasks (such as target allocation and route
planning) will help increase the span of control; however, more research and
experimentation is required to determine the best use of these methods and tools. The
current situation falls short of the goal of multi-vehicle supervisory control. While
autonomous flight control is possible because it is more tractable, true multi-vehicle
control is still in the conceptual stage. Some current unmanned vehicle systems require
more than one operator to control a single vehicle. For example, the Navy's Tactical
Control System (TCS) currently requires two operators to control a single UAV and its
sensors: one operator controls and monitors the health and location of the vehicle, and the
other operator manages the sensor payload and the data being transmitted back to the
control station via the vehicle's sensor suite.

It is clear that if a single operator is going to control a group of UAVs, some tasks will
have to be autonomous to some degree. While autonomous operations will play an
important role in achieving multi-vehicle control, the human factor is critical. One
obvious role for the human is to intervene in case of system failure. Another important
role is for the operator to intervene when automated tools fail because of invalid
modeling assumptions or algorithmic idiosyncrasies. Automated mission planning tools
use underlying models of the real world and algorithms to solve problems. On rare
occasions, the solutions will be suboptimal due to invalid underlying assumptions.
Automated tools may also produce poor results because of bad data. In such cases, the
operator must intervene to modify the answer. Making use of human experience and
knowledge is an important aspect of optimizing multi-vehicle control system
performance.

SFlight control in this context refers to the autopilot that flies the route provide by the operator.
2 UAVS AND THE HUMAN FACTOR, J.R. Wilson, AIAA-Aerospace America Online.
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To allow the operator to perform planning, monitoring, and intervention duties
effectively, the system must provide the operator with situation awareness and manage
the operator's workload (or permit the operator to manage workload). Situation
awareness requires data, but providing too much data, or data that is difficult to
understand, will diminish situation awareness. To enhance situation awareness, the right
data must be provided to the operator when it is needed and in a form that is easily
understandable. Exploring tools that enhance situation awareness and performance is
another important dimension of this effort

1.3 Multi-Vehicle Mission Planning Capabilities
Mission planning is decision making to address air war force employment. The basic
problem is to avoid threats and accomplish mission objectives. There are several aspects
of mission planning for groups of unmanned vehicles, including task allocation, route
planning, data collection requirements, communications planning, dynamic replanning,
and multi-vehicle coordinated and cooperative planning.

Allocation determines which vehicle will perform which mission tasks. Route planning
determines the path the vehicle will follow and may need to take into account factors
such as the vehicle's tasks, terrain, restricted areas and no-fly zones, vehicle performance,
environmental factors such as weather or ocean currents, multi-spectral signature
information, threats, and payload capabilities/imaging quality requirements. Data
collection planning includes sensor control and managing imaging requirements.
Communications planning deals with how and when to transmit data and takes into
account issues such as potential line of sight link locations, satellite availability, and
communications frequencies.

Dynamic replanning involves replanning the mission after vehicles are underway.
Replanning may be triggered by a wide range of factors, including new threats or targets,
changes in no-fly zones or rules of engagement, new mission tasks, new intelligence or
BDA data, change in the health and status of a vehicle, or loss of communications. The
time frame to react to changes will dictate the type of replanning that is possible. For
example, if a vehicle must react in seconds to avoid a threat, then an evasive maneuver
may have to be executed, possibly followed by replanning the vehicle's mission. If the
time frame is longer, the first step in the replanning process is to analyze the change in
mission quality and effectiveness because of the change in planning data. For example, if
a new threat is detected but has little impact on route quality, then it may not be necessary
to replan. Once the new planning data is analyzed for the impact on the current plan,
replanning can be performed as needed.

Multi-vehicle coordinated and cooperative planning enables teams of UAVs to avoid
conflicts and to accomplish missions that require teamwork. Task allocation must take
into account cooperative behavior required to accomplish a task, such as multiple sensor
looks required to identify a vehicle. Coordinating route planning includes assigning
ingress/egress paths to vehicles, making sure that vehicles maintain safe distances from
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each other, and invoking other measures to deconflict routes, such as designating areas of
operation for each vehicle or assigning set altitudes to each UAV.

2.0 The ALOA SBIR Effort

2.1 Supporting Human Factors Experimentation
Several efforts are underway to design control stations for multi-Unmanned Air Vehicle
(UAV) supervisory control, with the goal of increasing the operator span of control - the
number of aircraft controlled by an operator. One example is the Operator/Vehicle
Interface (OVI) program being conducted at AFRL. There are human factors issues to
work out in the design of the multi-UAV control stations, including the types of tools and
the content and format of information provided to the operator. Increasing the level of
autonomy for operator tasks has the potential to increase span of control, but higher
autonomy levels have implications for operator situation awareness, workload, and
decision making. It is well documented that operators who act as passive monitors of
automated systems often suffer from the "Out-of-the-Loop" (OOTL) performance
problem, in which the human monitor is slow to detect problems with the system and to
assume control of the system. This is a well-documented problem with regard to
supervisory control. Adaptive autonomy levels have the potential to minimize the OOTL
problem; however, more research is needed to determine the optimal coupling of human
input and autonomous operations.

Human factors researchers need a test bed to explore issues related to span of control and
autonomy. The test bed must allow researchers to present subjects with different mission
planning scenarios; script events to occur during the experiment, such as pop-up threats
that require the operator to replan vehicle routes; perform tests of operator situation
awareness during an experiment; and record all experiment events, including operator
actions and the results of those actions.

The focus of this effort is not to design a multi-UAV control station, but rather to provide
an architecture and test bed for researchers to experiment with autonomy concepts and
human factors issues relevant to multi-UAV control issues using state-of-the-art mission
planning tools. The lessons learned through experimentation using these tools will help
designers build the UAV control stations of the future.

2.2 ALOA Overview
The goal of the SBIR effort is to develop an architecture for implementing and evaluating
a range of adaptive levels of autonomy for UAV supervisory control and a Multi-UAV
Control Station Emulator (MCSE) test bed to demonstrate the architecture. The tools
produced in.this effort will provide an environment to test autonomous control strategies
and the role of the human in optimizing system performance. Mission-phase based and
situation-specific adaptive autonomy has the potential to keep the operator's workload
manageable and to maintain the operator's situation awareness, two key aspects of
effective supervisory control. The MCSE test bed will also provide an environment to test
mission planning components, as well as situation awareness tools that will help increase
the operator's span of control.

OR Concepts Applied 5



SBIR Topic No. AF04-071 Phase I Final Report
Adaptive Levels of Autonomy (ALOA) for UAV Supervisory Control

Contract Number FA8650-04-M-6478

ORCA will employ a spiral process of design, testing, and refinement that will use input
from AFRL/HECI to help drive the development process. The results of this effort will be
a mature architecture for adaptive Levels of Autonomy (LOA) and a fully functioning
research test bed. To illustrate the architecture, a high-level diagram is provided below.
(A more detailed design is given in Section 3.) The ALOA tools will implement the
architecture for adaptive levels of autonomy. The researcher will be provided tools to set
up experiments and tests, and log data from experiments. The UAV operator will have
access to decision aids, visualization tools, planning data, and mission planning tools
through the Operator GUI.

ORCA Planming and Utility System (OPUS) components will be utilized for mission
planning, data management, and simulation. OPUS is certified for operational use by the
Air Force and endorsed by the Navy's UAV Advanced Technology Review Board.
OPUS uses vehicle-threat interaction models that take into account vehicle Radar Cross
Section (RCS) data and radar Vertical Coverage Diagram (VCD) data. OPUS state-of-
the-art tools and models will provide the MCSE test bed with a realistic operational
mission planning environment, which is needed for meaningful experiments and research.

G LTD4 Researcher

AO Tol Research Tools

UAV
Operator Op.a..G.

One of the challenges of this effort is defining and implementing LOA. For route
planning, the OPUS autorouter allows fully autonomous route planning. Experience with
operators through the J-UCAS effort and other programs gives us first-hand knowledge
of the types of tools and decision aids operators need when building and assessing
mission plans, which supports manual mission planning. These experiences and software
tools allow us to provide the capability to implement the two autonomy extremes, manual
and fully autonomous, for route replanning. OPUS can also provide autonomous
allocation planning. Implementing intermediate LOA requires using characteristics of
both manual and autonomous task execution. Having the two extremes covered enables
us to support intermediate LOA.

2.3 Phase I Technical Objectives
Below is the list of the technical objectives for Phase I:
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1. Devise system architecture to implement and manipulate adaptive levels of

autonomy
2. Validate the architecture with a proof of concept demonstration
3. Deliver a prototype Multi-vehicle UAV Control Station Emulator (MCSE)

research test bed
4. Demonstrate architecture using the prototype MCSE research test bed

We describe how we achieved these technical objectives in the sections that follow.

3.0 ALOA Architecture and MCSE Test Bed Design
One of the most important outputs of the Phase I effort was the design of the ALOA
architecture and MCSE test Bed software, described in this section.

The diagram below shows high-level design for the MCSE test bed. The MCSE test bed
software is being designed to run on a single machine. Two players interact with the
MCSE: a researcher uses a Graphical User Interface (GUI) to set up experiments and
tests and collect data; the UAV operator uses mission planning tools to control a group of
aircraft in the experiment scenario.

Multi-UAV Control
Station Emulator (MCSE)

Phase II Final GTJI Researcher/Contioller

Research Tools
ALOA Controller

IIAdaptive Controller ExIFperimentetu
i Tools

SOperator T- LOA Controller i,,, [Evaluati on Tools

•- ~Operato°r

S~~ALOA Compoomrd[

UAV Operator Prototype MCS OPUS componerU

Optional Component

The MCSE will include components specifically designed for this effort and ORCA-
developed technologies for mission planning, analysis, and simulation. Gray boxes
indicate components of the system to be designed during this effort. These components
will be delivered to AFRL/HECI. Black boxes represent existing ORCA-proprietary
OPUS software components. The diagonally striped Operator Monitor box represents an
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optional component that could be developed by a third party. The components of the
MCSE are described in more detail below.

3.1 ALOA Tools
The ALOA architecture consists of Levels of Autonomy (LOA) and the software
components that implement the LOA. The ALOA Controller is the software component
that controls the implementation and assignment of the LOA and enables adaptive LOA.
The Event Monitor assists the ALOA Controller by monitoring scenario events and
operator tasks. The components of the ALOA architecture are described in more detail
below.

3.1.1 Levels of Autonomy (LOA)
In Phase I, we defined multiple LOA for four operator tasks: allocation, route planning,
weapon control, and imagery analysis. The initial version, presented in the Technical
Report delivered in Phase I, defined ten levels of autonomy for each of the four operator
tasks based on Sheridan's model. We are in the process of refining our LOA models
based on further research and feedback from AFRL/HECI.

Le'v'els of Au'tnomyý
for RouteReplann in6 r p

In section 5, we give a complete list of LOA for each of the four operator tasks. This set

of LOA spans the range from manual to autonomous and provides a starting point for
experimentation in Phase II. Experimentation and evaluation throughout Phase II will
help us refine the number of LOA and their definitions.
3.1.2 ALOA Controller
LOA can vary by task and by sortie. Route planning for one sortie could be manual,

while for another sortie it could be fully autonomous. Weapon control and imagery
analysis LGA could vary for the same sortie. For example, if a sortie has a weapon
release against a low value target with little chance of collateral damage, that task could
have a high level of autonomy, while a weapon release against a high value target may be
controlled manually. The ALoA Controller, which consists of the LOA Controller and
the Adaptive Controller, provides the framework for implementing adaptive L oA.
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